
Freight exchange fraud in road 
transport (Fake Carrier)
An increasing number of carriers and freight 
forwarders offer cargoes they have accepted on so-
called freight exchanges. Carriers can easily search for 
freights on their route to 

maximize their capacity and avoid empty runs. 
Moreover, larger carriers sometimes use subcarriers to 
save costs or due to lack of transport resources. This 
makes it easy for freight providers to compare prices. 
Unfortunately, practice shows that this can be penny 
wise, pound foolish. 

Modus operandi criminals

Criminals also take advantage of these freight 
exchanges. By posing as reliable carriers, they hope to 
make off with the cargo. Among other things, they use 
forged licenses, fake insurance policies, e-mail 
addresses from free providers, prepaid mobile 
numbers, and stolen or copied number plates.

It also happens that criminals pretend to be the carrier 
with whom it has been agreed to pick up the cargo. 
Besides using fake papers, they use truck and trailers 
with the same colors and lettering as the actual carrier. 
Whereas in the past the trend was that it was mainly 
the company names of Eastern European carriers that 
were abused in this kind of fraud practice, we now see 
Western European company names being used as well.

Furthermore, it sometimes happens that a newly 
founded company carry out two or three transports 
that it was able to acquire via a freight exchange, with 
the intention of obtaining a good rating. Only when 
the „fake carrier“ has good ratings does he target a 
valuable freight, which he then receives on the basis of 
his good rating. The identity documents used for this 
newly founded company are usually also forged or 

stolen, but the freight carrier appears more „reputable“ 
based on the transports carried out.

The newest trend is the use of regular real carriers via a 
fake carrier. In this case a fake carrier provides 
instructions to a real carrier to transport the goods to 
an alternative location than marked on the waybill. 
This alternative location is often a rented warehouse or 
temporary storage location from where the cargo is 
quickly removed.

Preventive measures

Some easy-to-implement measures can prevent the 
transport order from being given to a „wrong“ carrier:

•	 Selective use of freight exchanges. When 
outsourcing freight, make selective use of freight 
exchanges.

•	 Prevent detailed information. Do not provide 
information about the nature of the goods in the 
advertisement. 
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•	 Use of communication channels. If you do use a 
freight exchange, only use the communication tools 
of the exchange itself and avoid communication 
outside the exchange.

•	 Verify provided information. Request information 
from the carrier such as transport license, CoC-
registration and insurance documents and check 
them for features of fraud such as different fonts, 
color differences and mutually contradictory data. 
Alternatively, inquire with the insurance company on 
the authenticity of the policy. Check the age of the 
company and number of transports carried out. Be 
aware of new companies with a relative low number 
of transports carried out.

•	 Check Carriers details. Check the carrier‘s details 
through a public source by searching the name on 
the internet or in the chamber of commerce. Check 
the age of the company and number of transports 
carried out. Be aware of new companies with a 
relative low number of transports carried out.

•	 Verify through contact. Contact the carrier via the 
found details and ask if it is true that you are in 
contact with them about a transport. 

•	 Request license plate numbers and ID data. Get 
the registration numbers of the tractor and trailer 
coming to load as well as the identity of the driver. 
Pass this information on to the loading address so 
that they can check upon arrival of the carrier.

If, as a cargo owner, you do not control the transport 
yourself, but have it arranged by a third party, then you 
are dependent on your logistics party for the 
aforementioned tips.

In case your logistics provider does outsource  
(via a freight exchange), then it is important to take 
the following measures yourself to avoid giving the 
cargo to a „wrong“ carrier:
•	 Know who will arrive. Make sure you always find 

out from your logistics provider which carrier is 
coming to load, what the driver‘s name is and what 
the tractor and trailer‘s registration numbers are.

•	 Check the information. When the driver comes in, 
make sure you also check these details and by seeing 
the driver‘s ID, looking at the license plates on the 
tractor and trailer yourself and checking them against 
the registration certificate. Also check if the name of 
the carrier is on the towing vehicle and otherwise ask 
for proof showing that the driver works for that 
carrier. Ask the driver what his instructions are and 
where he is instructed to deliver the cargo. Be aware 
of so called blind shipments with a alternative 
delivery address.

•	 Check license plates. When checking license plates, 
pay attention to how the plates are attached. Often, 
fake number plates are temporarily attached to the 
existing plate with tape or a tie-wrap.

•	 Registration. Also clearly record the driver‘s name 
and license plates after you have checked them. 
These should be mentioned on the waybill anyway.

•	 Be alert to changes. If this data differs from that 
passed on by the logistics provider, please contact 
them and do not load.

•	 Driver behavior. Pay attention to the driver‘s 
behavior, if he does not like being in view of a 
camera, or keeps his cap or hood pulled deep over 
his face then these are indications that he does not 
want to be recognized.

Still a Victim!
If you do fall victim to a misappropriation of cargo, 
report it to the police as soon as possible. Ensure that 
all records of the carrier who loaded are kept.  
Also consider the images from surveillance cameras 
that may shed light on the identity of the driver and  
the vehicles used.

40
3-

H
RC

36
6E

N
 2

02
50

4

HDI Risk Consulting 
HDI-Platz 1 
D-30659 Hannover 
+49 511 645-3219 
www.hdi.global

Let them inform you how they subcontract the  
loads and discuss the before mentioned measures. 
Depending on the situation, you can also  
demand that they cannot use a freight exchange  
for outsourcing your transports.

Although we made every effort possible to ensure the accuracy of the information provided, 
no liability can be assumed for the currentness, correctness and completeness of the information. 
We neither intend, nor assume any obligation, to update or revise these statements in light of 
developments which differ from those anticipated.


